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e a: PSIRT HZRBR T F)#K

Description Cons

% PSIRT organization has some authority

A smaller core PSIRT ¢ Ideal for large companies with large and to set policy and direction.
operations team distributed diverse product portfolios. <+ Often PSIRT does not directly control the

work to PSIRT ¢ Cost of PSIRT initiative defrayed. resources that address the

Distributed representatives across the #» Workload is distributed across the vulnerabilities and therefore have less

different functional areas. different function. control
(e.g. Support, Engineering, ¢ Scalable to grow with a growing % Different product areas may put their
Product Management) portfolio own best interest ahead of the PSIRT
activities.

. %+ Ideal for smaller companies with
A larger PSIRT organization

= : N smaller portfolios. % Does not scale well as the portfolios
that is directly involved in o ) .
| PSIRT activiti < Central group of highly skilled product grows.
a activities (e'i' security experts. % Major decisions will heed to be made
Centralized prc?gram. man‘a.gen'-wen " < PSIRT organization makes all of the with the different functional manager’s
triage, identification, . - )
o decisions on PSIRT budgets, policies and cooperation or approval.
remediation and o L .
ication] for all th resources. 4 Costly to maintain a central team with
B <+ Better control and accountability over specialized skills.

Szt e S, the PSIRT operational activities.

This is a combination of characteristics from both the centralized and distributed models.
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HCR

-473h (Actions) — [EAE LU FEGNFE B/ G 58 R S I 138
-Be/1 (Capability) — 7] REVE A LML S5 FNER 57 (1 — 55 7 T AT IR AT B & 1R9E 80
T SIRT IRSSHEZE R UL, BeJ1mT Ll SO Z BIIRSS, Wl bl L A& 1T
Aes AL EEITEN.
-AE (Capacity) — HLTEIAR|FMIL R RIRFER 207, REW BT RIRRE I IR
- % WIRA%%] (Common Vulnerability Exposures(CVE)) - 2 H7IZ%, Hd @& — A Fr
WT . = MR ED— DM FHRATFECHIFRAMAFLSE ., HIESHEIRIFAMPRERR IR
o
- B BIRTETES 24 (Common Vulnerability Scoring System(CVSS)) 20— Jsz s VI 7 25 F& ¥ 1) —
M R%.
- B WISIAMEE (Common Weakness Enumeration(CWE)) 2! - 61 & [ #4455 50 28 28 1) 1 A1)
*:

o  FHER THEIARZEN . Bt e i 22 455 S ) — B HiE S

o FHAEEFIIXLL Y m BB At 22 4 T B B br ety o R

FERNFGEIRA . AT TAE R — N dE i B S br

- B RERETEE M SR (Health Insurance Portability and Accountability Act

(HIPPA)) - 2— TSR [EEME, BESIAHKRAIRE, @RI, B, ERME
R I7 DR AL 5 S48 1) A8 398 1 A0 LA i R A5 2 R AR

- REBBBIEHE (Key Performance Indicator(KPI) 2 - —ANTATEEEE, FH T2 00 617G s
K% HARIRE 1. HEVEZ A Z BT RSB ST AR RVEAS HAE K B H FR 77 T8I R RSO -

- BEE (Maturity) — ZHZUE HAS A AR ATE L 9 el A 35 JB AT ek M BE /1, AT
BN AT 55 B D) RE B 55 £ RE 8 1A 21 K AR FR L .

AT EAT L EE 222 R ME (PCIDSS)  (Payment Card Industry Data Security Standard
(PCIDSS)) - 24 —Fh B I M ARk~ NHUR 2 1S B2 b

-f£% (Tasks) — SERIAATSS L AHAT I RFIATE)

20 https://www.first.org/cvss/

21 https://cwe.mitre.org/about/index.html

22 https://www.medicinenet.com/script/main/art.asp?articlekey=31785

2 https://www.klipfolio.com/resources/articles/what-is-a-key-performance-indicator
2 https://www.pcisecuritystandards.org/pci_security/
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